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Agenda



Migración a la 
Nube:

 Nuevo foco de los
atacantes

 Nuevas y más
amenazas

 Configuraciones
básicas

Transformación
Digital:

 Más areas que 
proteger

 Nuevos ambientes
 Ataques más

sofisticados

APTs (Advance 
Persistent Threat) 
más sofisticados:

 Procesos dirigidos
 Más sofisticados
 Múltiples etapas
 Nuevos objetivos

(Backups)
 Comportamientos

que mutan

Los Retos y Riesgos del Negocio
Cybersecurity

Exigencias de 
certificaciones o 
regulatorias:

 Check mark 
 Objetivos limitados

Mercado altamente
fragmentado:

 Web Security
 App Security
 End Point Security
 Cloud Security
 Threat Intelligence

Alto consumo en:

 Análisis
 Validaciones
 Integraciones
 Gestión
 Mantenimiento



Escacez de personal

 Rotación
 Promoción
 Migración
 Agotamiento

Presupuesto limitado:

 Casos de Negocio
 Justificaciones
 Control del Gasto
 ROI

Picture or Movie:

 Gestión estática de las 
vulnerabilidades

 Falta de priorización
en tiempo real

Falsa postura de 
ciberseguridad

 No hay pruebas de 
reacción

 No hay simulaciones
de ataque

 Lack de best 
practices

Cuantificación del 
riesgo:

 No hay Certeza del 
riesgo

 Dificultad en la 
valoración de 
impacto

SIEM como servicio
o Next Gen SOC:

 SOAR
 Personal Experto
 Procesos
 Controles
 Integraciones
 Interoperabilidad
 Certificaciones

Los Retos y Riesgos del Negocio 
Cybersecurity



Algunos Tipos de Ciber Ataque



Cronología de un Ciber Ataque



Tiempo Promedio de Detección de 
un Ciber Ataque

Presenter Notes
Presentation Notes
Stuxnet: Virus informatico que afecta a sistemas windows descubierto en el año 2010. Primer gusano descubierto que espia y reprograma sistemas industriales (SCADA). Sistemas que controlan plantas de agua, luz, energia nuclear, sistemas de trenes, etc. Realizado para infiltrar la carrera nuclear de Iran. Esto convirtio a Iran en el primer objetivo de lo que se conoce como Cyber Guerra.

Aurora: Conocido como el cyber ataque mas sofisticado de la historia. Llegaron correos electronicos extraños a varios empleados de Google en China. Se vieron afectadas alrededor de 34 empresas Multinacionales entre ellas Google y Microsoft



Evolución de los Ciber Atacantes

2021



Las Amenazas de Hoy

2022



Tecnologías de Hoy Día

Presenter Notes
Presentation Notes
DataDiode: Dispositivos especializados que solo permiten el flujo de información en una sola dirección. (Por lo general información saliente)

Simulación avanzada: Red & Blue Team, Purple Team.



Protección Tradicional: Defensa en Profundidad



Nuevos entornos y las Ciber Amenazas



Nuevas Ciber Amenazas

Al menos diez (10) 
variantes de 
ransonware han 
sido descubiertas 
de Enero 2023 a la 
fecha.
Cada una con 
mayor 
sofisticación y 
agresividad que la 
anterior.

Presenter Notes
Presentation Notes
RobbinHood: "They typically start with an RDP brute-force attack against an exposed asset," Microsoft says. "They eventually obtain privileged credentials, mostly local administrator accounts with shared or common passwords, and service accounts with domain admin privileges. RobbinHood operators, like Ryuk and other well-publicized ransomware groups, leave behind new local and Active Directory user accounts, so they can regain access after their malware and tools have been removed." 

Maze: The gang behind Maze gained notoriety in late 2019 for leaking stolen data in an attempt to force victims to pay. Many other gangs are now emulating this tactic (see: More Ransomware Gangs Join Data-Leaking Cult). The Maze gang also regularly targets managed service providers, so that by infecting one organization, they can potentially infect many more. Experts say Maze ransomware gets regularly spread via email as well as targeted attacks that begin via RDP, followed by attackers using Cobalt Strike, PsExec, PowerShell-based remote shells, Windows Remote Management and changes to Group Policy in Active Directory.

PonyFinal: While this ransomware might be Java-based, Microsoft says it's nevertheless being used to crypto-lock victims. "Campaign operators compromised internet-facing web systems and obtained privileged credentials," it says, followed by their establishing persistence and using Microsoft PowerShell to create a reverse shell for remote access. "They also used legitimate tools, such as Splashtop, to maintain remote desktop connections.”

Vatet loader: This custom loader is designed to work with the legitimate Cobalt Strike penetration testing framework, which is similar to Metasploit, and is being used by a gang that often brute-forces RDP endpoints or exploits CVE-2019-19781, a severe vulnerability in Citrix Application Deliver Controller and Gateway products that came to light last December and which Citrix patched in January (see: UK and US Security Agencies Sound COVID-19 Threat Alert). "The group behind this tool appears to be particularly intent on targeting hospitals, as well as aid organizations, insulin providers, medical device manufacturers and other critical verticals," Microsoft says. "They are one of the most prolific ransomware operators during this time and have caused dozens of cases.”

NetWalker: Attackers wielding this ransomware (also known as Mailto), have been hitting hospitals and healthcare providers using emails with COVID-19 themes that have malicious Virtual Basic scripts (.vbs) attached (see: COVID-19 Complication: Ransomware Keeps Hitting Healthcare). "The campaign operators also compromised networks using misconfigured IIS-based applications" to deploy the Mimikatz credential-stealing tool, use the PsExec command-line tool, and deploy NetWalker, Microsoft says.

Microsoft also says it saw the following four ransomware families being used in advanced attacks in the first two weeks of April.
Paradise: Formerly distributed by email, Microsoft says this crypto-locking malware is now being used in more advanced attacks.
RagnarLocker: This is installed onto victims' networks by a gang that relies on stealing credentials, deploying RDP and installing Cobalt Strike (see: Emotet, Ryuk, TrickBot: 'Loader-Ransomware-Banker Trifecta').
MedusaLocker: This ransomware may be getting deployed by TrickBot infections, Microsoft says.
LockBit: This ransomware is being used by attackers who also rely on CrackMapExec, a publicly available penetration testing tool, to move laterally across compromised networks.




¿ Que acciones tomar ?
¡Recomendaciones!
 Adoptar un marco metodológico de seguridad de 

la información (ISO 27001, PCI, NIST Cyber 
Security Framework).

 Tener una estrategia clara y definida de Respuesta 
a Incidentes y Recuperación de Desastres.

 Mecanismos de Detección oportuna de vectores 
de ataques (Vulnerability Management, Continuous 
Penetration Testing). Simulación de Ataques 
(Red&Blue Team, Purple Team)

 Poseer mecanismos de control en todas las capas 
(Firewall NGN/UTM perimetrales, AV/AS perímetro, 
DLP endpoint y red, NAC ethernet y wifi, EDR/XDR 
MDR, SASE, MDM).

 Monitoreo Continuo (SIEM, Cyber Intelligence, 
Threat Intelligence, Log Analytics).

 Estrategía de respaldo onsite/offsite.

 Aprendizaje y mejora continua.

Presenter Notes
Presentation Notes
Security Toolkit for Purple Team Testing & Penetration Testing
�
Scythe (https://www.scythe.io/)
Infection Monkey (https://www.guardicore.com/infectionmonkey)
Cobalt Strike (https://www.cobaltstrike.com/)
Core Impact (https://www.helpsystems.com/es/datasheets/core-security/core-impact)

Otras Tools Open Source:

APTSimulator
Atomic Red Team
AutoTTP
Blue Team Training Toolkit
CALDERA
DumpsterFire
Invoke-Adversary
NSA Unfetter
Office 365 Attack Simulator
Purple Team Automation
Red Team Automation (RTA)
Uber Metta


Otras Tools  Comerciales:

AttackIQ
Cymulate
ReliaQuest (previously vThreat)
SafeBreach
Verodin
XM-Cyber





¿ Preguntas ?

Gracias
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